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Agenda

● Project Background and Overview

● EDK2 StandaloneMmPkg Porting status

● Context Support for OpenSBI Domain

● Inter-Domain SBI Messaging, RPMI Spec change

● Demo and Furture work



Background

● For general background on Management Mode (MM), as noted in the 
PI specification Volume 4: Management Mode Core Interface.

● MM is a generic term used to describe a secure execution 
environment provided by the CPU and related silicon that is 
entered when the CPU detects a Management Mode Interrupt 
(MMI). 

● This Standalone MM project aims to port Tiano StandaloneMmPkg
on RISC-V to support authenticated variable store and other MM 
scenarios.

https://uefi.org/specs/PI/1.8/index.html



Project Overview

• Port EDK2 StMM
drive(StandaloneMmPkg) to RISC-V

• Use OpenSBI domain to isolate the 
underlying hardware (RAM and 
MMIO devices) and setup HARTs, 

• Enhance the OpenSBI domain with 
context manager/switch feature.

• Use SBI RPXY interface and RPMI 
for inter-domain messaging



StandaloneMmPkg Proting status

• Made StandaloneMmCpu platform independent

• Unified MM payload for ARM and RISC-V

• Unified MM entrypoint API for ARM and RISC-V

• Hob re-structure and MM entrypoint with HOB address

• Created riscv virt platform project files (currently in edk2 
repo), may need to move the edk2-platforms 

https://github.com/tianocore/edk2-staging/tree/RiscV64StandaloneMm



OpenSBI domain to isolate the environment

• U-boot SPL/QEMU is 
responsible to load both 
secure and non-secure 
domain firmware

• Use OpenSBI domain to 
isolated the resource,  use 
context switch between 
secure and non-secure 
domain to switch execution 
environment between secure 
and non-secure domain



Context manager for OpenSBI Domain (By Penglai)

• Context entry for each possible HART in a 
domain is saved

• Register and context save restore are 
achieved by change saved sbi_trap on the 
stack by _trap_handler() in fw_base.S

• The context manager api saves the context on 
current HART and switch to the context in 
new domain on the same HART

• The context enter/exit api can be triggered 
through a SBI ecall.
OpenSBI Patch: https://github.com/Penglai-Enclave/opensbi/commit/03ea2f3d7c900942bc903510c5ee9fc19008c386
Context Manager Doc: https://github.com/Penglai-Enclave/opensbi/blob/dev-context-management-v2.0/docs/context_manager.md
Test App: https://github.com/Shang-QY/test_context_switch



Inter-domain SBI messaging

• Leverage the SBI RPXY extension, 
which carries the RPMI message

• Put MM inter-doman messaging 
payload in shared memory

• Add an MM Service in RPMI with APIs:
• MM_VERSION
• MM_COMMUNICATE
• MM_COMPLETE

https://docs.google.com/document/d/199ar3Ddd-FlzP1FR3HOkbBf1BNvLUPvJ



Demo – Boot-up on QEMU Virt

Non secure domain log – EDK2 Secure domain log – StandaleonMm



Demo – UEFI Secure Boot

Enable UEFI Secure Boot EFI application signature verification 



VisionFiveV2 Platform (By StarFive)

• Used Key store in OTP,  enabled U-Boot SPL Secure Boot Flow
• Ported StandaloneMM and enabled u-boot spl to load both edk2 

and StandaloneMm with dynamic mode
• Enabled OpenSBI domain to isolate the memory resource 
• Developed RPMB DXE driver
• Ported MMC Core Module to StandaloneMmPkg
• Ported RPMB DXE Driver to StandaloneMmPkg
• Tested and verified EDK2 UEFI Secure boot in VF2

* Limitation: iommu is not supported on VF2, so the domain isolation is not secure



Call for action and future work

• Upstream the domain context switch/manager feature to 
OpenSBI in first

• Invovle us in PRXY and RPMI Spec work and PoC, so that we 
can merge the RPMI MM code to the PoC.

• As to the Hypervisor base platform design, CoVE will be a 
good secure monitor in such case, need more detail design 
for this, this probably the collaboration work in 2024

- How MM runs in a TVM
- How to Isolate/protect the resources in CoVE TSM
- How to use CoVE API to communicate with the MM instance
- How to use share memory in TVM to pass the MM message like RPMI



Thanks 


